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What is a Cyber Security?

‘Cybersecurity is the body of technologies, 
processes and practices designed to 

protect networks, computers, programs 
and data from attack, damage or 

unauthorized’



Cyber-safety Threats

The ability to protect or defend the use
of cyberspace from cyber attacks

Viruses
Viruses infect computers through 
email attachments and file sharing. 
They delete files, attack other 
computers, and make your computer 
run slowly. One infected computer 
can cause problems for all computers 
on a network.

Hackers
Hackers are people who “trespass” 
into your computer from a remote 
location. They may use your 
computer to send spam or viruses, 
host a Web site, or do other activities 
that cause computer malfunctions.

Identity Thieves
People who obtain unauthorized 
access to your personal information, 
such as Social Security and financial 
account numbers. They then use this 
information to commit crimes such as 
fraud or theft. 

Spyware
Spyware is software that “piggybacks” 
on programs you download, gathers 
information about your online habits, 
and transmits personal information 
without your knowledge. It may also 
cause a wide range of other computer 
malfunctions.



CONSEQUENCES OF INACTION

if you fail to take actions to protect personal information 
and your computer. Consequences include

Loss of access to the campus computing network

Loss of confidentiality, integrity and/or availability of valuable 
university information, research and/or personal electronic data

Lawsuits, loss of public trust and/or grant opportunities, prosecution, 
internal disciplinary action or termination of employment



CYBER-SAFETY ACTIONS

 take to protect personal information and computer. These 

actions will help you meet the Cyber-safety Program policy 

standards.

 By implementing all of security measures, you will protect 

yourself, others, and your computer from many common 

threats.

 In most cases, implementing each of security measures will 

only take a few minutes.

 Can find more about cyber-safety on the Cyber-security Unit



CYBER-SAFETY AT HOME

 Physically secure your computer by using security cables and 

locking doors and windows in the dorms and off-campus 

housing.

 Avoid leaving your laptop unsupervised and in plain view in the 

library or coffee house, or in your car, dorm room or home.

 Set up a user account and password to prevent unauthorized 

access to your computer files.

 Do not install unnecessary programs on your computer.



CYBER-SAFETY AT WORK

 Be sure to work with your technical support coordinator before 

implementing new cyber-safety measures.

 Talk with your technical support coordinator about what cyber-

safety measures are in place in your department.

 Report to your supervisor any cyber-safety policy violations, 

security flaws/weaknesses you discover or any suspicious 

activity by unauthorized individuals in your work area.  

 Physically secure your computer by using security cables and 

locking building/office doors and windows.

 Do not install unnecessary programs on your work computer.



CAMPUS CYBER-SAFETY 
SERVICES

Should to have services and software to protect the campus 

network against cyber-safety attacks. 

Campus email virus filtering 

Campus firewall services

Email attachment filtering

Vulnerability scanning

Intrusion prevention system



What is a Cyber Crime?

‘Cyber crime encompasses any criminal act 
dealing with computers and networks (called 

hacking). Additionally, cyber crime also 
includes traditional crimes conducted 

through the Internet.’



Decrease in broken software =
Increase in good software
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Thank you


